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AMENDMENTS TO THE CLAIMS 
Please amend the claims as indicated hereafter. [ Strilcothrough is used for 
deleted matter (or double square brackets "[[]]" is used if the strikethrough is not 
ea< ily perceivable, re, "4" or a punctuation mark) and underlined is used for added 
mi tter.] 



(Currently amended) A method of delivering and determining the authenticity 
ofk digital document sent by an unknown sender to an intended recipient at a printout 
station, the method comprising: 

receiving and securely retaining a digital document and a transmitted 
independently verifiable data record of the intended recipient at a printout station, an 
en :rypted digest of the document created by the sender using a hash algorithm, the 
di jest being encrypted using a first token of the sender; 

obtaining a second token of the sender relating to the first token of the sender; 
obtaining a first token of the intended recipient; 
decoding the encrypted digest using the second token of the sender; 
using a hash algorithm to create a digest of the document; 
comparing the decrypted received digest with the newjy created digest to 
determine the authenticity of the sender and the document; 

requesting proof of the intended recipient's identity at the printout station using 
d^ta in the independently verifiable data record of the intended recipient; 

decoding encrypted identification data with the first token of the intended 
bipient, the encrypted identification data being identification data from the 
in lependently verifiable data record that is encrypted using a second token of the 
re bipient by a transmitting station : 

comparing the decrypted identification data with contents of the independently 
v< rifiable data record to determine the authenticity of the recipient of the document; 

releasing the document when the intended recipient has proved their identity 
b] use of the second token of the intended recipient that is uniquely related to the first 
to cen of the intended recipient. 
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(Currently amended) A method according to Claim 2, wherein the obtaining a 
se Jond token of the sender step comprises the second token of the sender being sent as 
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(Original) A method according to Claim 1, wherein the receiving step 
receiving a digital certificate of the sender. 



pa t of the sender's digital certificate. 

(Original) A method according to Claim 2, further comprising carrying out an 
onj-line check of the validity of the sender's certificate. 

5. (Previously presented) A method according to Claim 1, wherein the first and 
sefcond tokens of the sender comprise private and public encryption/decryption keys of 
th j sender and the first and second tokens of the intended recipient comprise private 
an i public encryption/decryption keys of the intended recipient. 

(Original) A method according to Claim 1, further comprising printing out a 
ccjpy of the document once the sender and the document have been authenticated. 

7. (Original) A method according to Claim 6, wherein the method further 
cclmprises printing a verifying mark on the printed copy of the document to signify its 
axjthenticity. 

8. (Original) A method according to Claim 1, wherein the transmitted document 
comprises a fax document. 
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9. (Currently amended) A method of sending and delivering a digital document 
to m intended recipient at a printout station together with data enabling the document 
anf the sender to be authenticated, the method comprising: 

creating a digest of the document using a hash algorithm; 
obtaining a first token of the intended recipient; 
encrypting the digest using a first token of the sender; 
obtaining a second token of the sender relating to the first token of the sender, 
wl ich can be used to decrypt the encrypted digest; 

encoding identification data of the intended recipient using the first token of 
tho intended recipient; 

sending the encrypted digest, the digital document, the second token of the 
se ider, and the encoded identification data to the recipient; 

receiving and securely retaining a transmitted document, the encoded 
identification data, and a transmitted independently verifiable data record of the 
in ended recipient at a printout station; 

requesting proof of the intended recipient's identity at the printout station using 
d£ ta in the independently verifiable data record of the intended recipient; 

decoding the identification data of the intended recipient using a second token 
oi the intended recipient; 

I comparing the decoded identification data with contents of the independently 
verifiable data record to determine the authenticity of the recipient of the document; 
aid 

releasing the document when the intended recipient has proved their identity 
b] use of the second token of the intended recipient that is uniquely related to the first 
token of the intended recipient. 



is 



(Original) . A method according to Claim 9, wherein the transmitted document 
a fax document. 



(Previously presented) A method according to Claim 9 ? further comprising the 
sdnder proving their identity prior to the sending step by transferring data from a 
p< rsonal portable data carrier holding the first token of the sender to a transmission 
station from which the document is to be sent. 
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121 (Original) A method according to Claim 1 1, wherein the proving step further 
conprises the sender entering a verifiable security identifier into the transmission 
ste tiotx to establish that they are the legitimate owner of the portable data carrier. 

13 (Original) A method according to Claim 11, wherein the step of encrypting 
the digest comprises supplying the digest of the document from the transmission 
st£ tion to the portable data carrier of the sender, encrypting the digest of the document 
on the portable data carrier, and returning the encrypted digest of the document from 
tto \ portable data carrier to the transmission station. 

14. (Previously presented) A method according to any of Claim 9, further 
cc taprising obtaining details of the sender including the second token of the sender 
prior to transmitting the document. 

If . (Previously presented) A method according to Claim 14, wherein the step of 
ottaining details comprises obtaining the sender's details from a central database 
st )ring second tokens of the senders and other sender's details. 

It . (Previously presented) A method according to Claim 14, wherein the sender's 
de tails and the second token of the sender are provided in a sender's digital certificate. 

1 r (Previously presented) A method according to any of Claim 9, wherein the 
Jst and second tokens of the sender comprise private and public 
icryption/decryption keys of the sender. 
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(Currently amended) A device for delivering and determining the authenticity 
of k digital document sent by an unknown sender to an intended recipient at a printout 
st£ tion, the device comprising: 

a communications module arranged to Teceive an electronic version of the 
transmitted document over a communications network, an independently verifiable 
da a record of the intended recipient, a first token of the intended recipient, an 
:rypted digest of the document created by the sender using a hash algorithm, the 
dij ;est being encrypted using a first token of the sender, and a second token relating to 
this first token of the sende r^ and encrypted identification data of the intended 
re< ipient, the encrypted identification data being encrypted using a first token of the 



ini ended recipient : 



a store for securely retaining the transmitted document, the transmitted 
in iependently verifiable data record and the first token of the intended recipient; 

an instruction module for requesting proof of the intended recipient's identity 
using data provided in the intended recipient's data record; and 

a controller arranged to decode the encrypted digest using the second token of 
thfe sender; creating a digest of the document using a hash algorithm; comparing the 
de crypted received digest with the newly created digest to determine the authenticity 
ofl the sender and the document; and releasing the document when the intended 
recipient has proved their identity by use of a second token of the intended recipient 
th it is uniquely related to the first token of the intended recipient, wherein the second 
to cen of the intended recipient is used to decode encrypted identification data of the 
ended recipient that is compared to contents of the independently verifiable data 
:ord of the intended recipient to determine authenticity of the intended recipient. 



m 
re 



5H6I2006 12:24:15 PM [Eastern Daylight Time] > SVR:USPTO-EFXRF-5/18* DN1S:2738300 1 CSID:7709510933 > DURATION (mnvss):05-02 



05/16/2096 12:30 



7709510933 



PAGE 8/14*100 A* 



THOMAS, KAYDEN 



PAGE 08 



19 (Currently amended) A device for sending and delivering a digital document 
to kn intended recipient at a printout station together with data enabling the document 
anp the sender to be authenticated, the device comprising: 

a controller arranged to create a digest of the document using a hash algorithm 
anh to encrypt the digest using a first token of the sende r, and to relea s e the docum e nt 
wfl e n the intend e d r e cipient has proved th e ir id e ntity - by-use of a second token of th e 



m e nd e d r e cipi e nt that is uniqu e ly re l ated to a first tok e n of th e int e nd e d r e cipi e nt. 
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wlte roin the second token of the intended recipient is us e d to d e code e ncrypt e d 
t4 ratification data of th e intended r e cipient that was gonoratod using the fast token of 



tfe ^i nt e nd e d r e cipi e nt, th e d e coded identification data being compar e d to cont e nts of 



m indep e ndently verifiable data record of the intended recipient to dotenrn gbe 
a*» fa e ntjcity of th e int e nd e d r e cipi e nt and to encrypt identification data of the intended 



re ripient using a first token of the intended recipient ; 



a — store — for — se curely — re taining — a — transmitted — document, — a - transmitt e d 
m iep e nd e ntly verifiabl e data r e cord and th e first tok e n of tho intended recipient; 



an instrtto t i o n - modul e - for r e qu e sting proof of th e int e nd e d - r e cipi e nt's id e ntity 
uAag data provided in tho intoadod roo i pt e at ^s- data rooord; and 



a communications module arranged to obtain on e l e ctronic version - of tho 
tff Ln o mittod document ov e r a communications n e twork, the independently veri fi abl e 



di ta r e cord of the intended recipient, tho first tok e n of the intend e d r e cipient, a second 



tc cen of the sender related to the first token of the sender, which can be used to 
d< crypt the encrypted digest and to send the encrypted digest, the digital document 
m £ the second token of the sender, the encrypted identification data of the intended 
re sipient, afld the first token of the intended recipient to the recipient. 
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